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How to use this e-Book Guide

T

his e-Book was generated by viNGN, with the suggestion to follow up with the free courses noted at
the beginning of each chapter. It is not intended to take the place of intense study, but it should
provide a broad overview and foundation for anyone with fair to moderate computing skills:



Getting Around on the Internet
o What makes up the World Wide Web
o Getting connected and Internet sharing
o Secured web sites



The Basics of Email
o Choosing a free or managed Email service
o Using Email more safely
o Basics of Email communication



Staying Safe on the Internet
o Free and paid Internet security
o The Dark Web
o Multi-Factor Authentication



Web sites and Blogs
o Key differences between blogs and websites
o Domains and hosting
o Do it yourself or hire a webmaster?



Getting Social (or Professional) Online
o Social media profile - personal or business?
o 7 steps to taking your business online
o Search Engine Optimization

After reading, you may choose to test your grasp of the material by taking the online test to earn a certificate.
The test is hosted on Google Sites, and while it does not provide any academic credit, it’s a great way to
confirm how much you’ve picked up. You could consider moving on to more formalized training with better
confidence in your background knowledge of technology in general. The passing grade is 80%. Good luck!
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Chapter

Getting around on the Internet
How to access the World Wide Web – the Internet – and get to web pages.

T

he Internet is the worldwide collection of computers using a system of communication called
TCP/IP (Transmission Control Protocol/Internet Protocol). Just as you put the key into your
car’s ignition and start it or flip a light switch, it works without your knowing too much about
what is behind the scenes. There is no need to memorize that acronym or the set of words it
stands for right now – just know that it works to get you connected to the World Wide Web.

What’s out there?
Recommended in-depth training available: 5 chapters including illustrations, videos, and exercises at *GCFGlobal
https://edu.gcfglobal.org/en/internetbasics/
There is a lot we can do on the Internet, sometimes called the World Wide Web, or “the web” (that’s
what the “www” in web addresses stands for).








Keep in touch with family and friends via email, Instant Messaging (IM) or Social Media
Exchange ideas with others in a forum, newsgroup, or Social Media like Facebook or Twitter
Search the web for products, services, or information
Publish your thoughts on a web site, a web log (“blog”) or microblog like Tumblr or Instagram
Streaming media: watch TV, movies and videos, or listen to radio stations or music
Professional networking through professional social media such as LinkedIn or Alignable
Share and store files via cloud services like DropBox, Google Drive or Microsoft OneDrive

What is possible has expanded to include activities we could only dream of decades ago, like
telemedicine, VoIP (Voice over IP), videoconferencing, e-faxing, GPS, airprinting, and the Internet
of Things (IoT).
Connected devices such as game consoles, television sets, tablets and smartphones serve as conduits to
many streaming services so that you can learn, communicate, publish, share or watch entertainment,
sports and news programming from anywhere.
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Get Connected to the Internet
To get onto the Information Superhighway (another term for the Internet), you will need an Internet
Service Provider (ISP). ISPs are able to provide Internet access through a variety of means:
 Dial-Up: Though a telephone line, this is the slowest way to go and rarely used nowadays
 Digital Subscriber Line (DSL): A telephone line with 2 main channels, one for Internet (digital)
and one for phone (analog)
 Cable: Through your coaxial cable line; may be a hybrid (combination) system including fiber
optics
 Satellite: Requires no lines but necessitates placement of a dish; relies on satellite broadcasts
 3G, 4G and 5G Networks: Through your wireless carrier, picked up by devices or computers
with special USB adapters if no built-in antenna
Each has its pros and cons, and your ISP should provide enough information for you to decide which is
right for you in terms of pricing, on-premise setup, and speed.
IMPORTANT: All ISPs want customers. If your Internet service is not
performing properly, even after extended support, it is likely that service is
not technically feasible where you live and you should explore other
options. Always bear in mind that your ISP may be limited by land layout,
line-of-sight to transmitters, power issues, and inside wiring in its ability to
provide reliable service to you. Main factors to consider:
 Speed
 Price
 Ease of installation
 Service record
 Technical support
 Contract terms
You will need a Modulator-Demodulator (modem) of some sort to translate the transmissions coming to
and from your home or business through the wire, cable, or air in order to use the Internet. Many
problems with downloading, viewing web pages or getting and sending email may be solved by restarting
the modem to “refresh” the signal from time to time. You will lease this from your ISP.
Once the modem delivers the signal to you, you may share it with others wirelessly through a router. This
is sometimes called Wireless-Fidelity or Wi-Fi (although “Wi-Fi” is simply a brand name commissioned
by the Wireless Ethernet Compatibility Alliance). You may also create a Local Area Network (LAN)
using a switch and plugging in Ethernet cables to each computer. A Wireless LAN is a WLAN. A
Wide Area Network (WAN) includes more than one LAN that are connected in different locations.
Many routers also act as hardware firewalls to protect your local area network from unwanted traffic and
intrusions. Passwords are recommended for Wi-Fi, and advanced users can filter access to the network
by the Media Access Control Address (MAC address) of each device. If it’s not on the list, it cannot
access the network at all. This is not foolproof, so a layer of software security should also be used.
Most computers are already equipped with a port for an Ethernet plug-in and most laptops are already
equipped with both Ethernet AND Wi-Fi capability. Devices like tablets, smartphones and some
5
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notebooks (like Macbook Air and many Chromebooks) access networks through Wi-Fi only. USB
Adapters for Wi-Fi and Ethernet are often available to allow flexibility to connect.



Parts of a Web Address
Web sites end in extensions or Top Level Domains (TLDs), which tell us the kind
of organization responsible for the site, like non-profit, business or government
(such as .org, .com, or .gov).

Below is a URL, or a Uniform Resource Locator. We will call it the web address from now on. Web
addresses are typed in all small letters, no spaces.
 If you do not supply the colon and the two forward-slashes, the web address will be
incorrect.
 If you do not add the dot between the www folder, the domain name and the extension,
the web address will be incorrect.

http://www.vingn.com
HyperText
Transfer
Protocol
Protocol:
System of
Communication
HyperText:
Linking of
documents

World
Wide
Web
The main folder
for web site
files. Some sites
do not use this
folder at all

Protocol Identifier

Sub-folder

Domain
Name
This name in
combination
with the
extension can
only be used by
one entity

Extension
(TLD) Indicates
the type of
organization
that owns this
web site

Resource Name
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Secure Web Sites
https:// = HyperText Transfer Protocol Secure. These web sites are hosted by organizations
requesting personal information such as financial institutions, or where access is controlled via a password
(as on an email account or social media). This protocol helps to protect your account from
unauthorized access or from interception of communications. It is important to create passwords
that cannot be guessed easily, including numbers and upper/lower case letters (and symbols, if allowed). If
you do not see https:// in the address bar, do not log in, and always verify spelling of the URL.
Sometimes unscrupulous individuals purchase domain names with a slight misspelling using all of the
appropriate images and layout to fool users into providing usernames and passwords, which they then sell
or use (the chapter on security will share information about the Dark Web) – or directly hack accounts.
http:// with NO www. - Some web authors choose not to use the www folder. Clicking the link will still
take you to the web site, such as http://MySite.com. Sometimes another subfolder name will be used to
separate out parts of the site, such as http://health.about.com to include pages on health at about.com.
Remember, you must be accurate in typing in your web address, or you will either (1) be directed to a
search engine to find what you are looking for, or (2) you will receive a 404 error (“file not found”) or a
“page cannot be displayed” message like this:

 If you ever see this, FIRST, make sure you have the colon, the two forward slashes, the
dots before the domain name and extension, and that the domain name and everything
else is spelled properly. Then, check to make sure your Internet connection is stable.
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Chapter

The Basics of Email
Learn about email, how it works, and how to communicate safely.

E

lectronic mail (email) has become such a common part of everyday life that not being able to
communicate with email messaging can leave many people out of important activities. In order
to purchase an airline e-ticket, do online banking, apply for many jobs, take accredited courses
and more, one must have an email address.

Recommended in-depth training available: 4 chapters including illustrations, videos, and exercises at *GCFGlobal.org,
https://edu.gcfglobal.org/en/email101/
Many interpersonal communications are shared by email, and those without an address can feel “left out”
of family, business, social, and church and community conversations. Getting an email address establishes
your identity online; much like having a mailing address confirms your residential address. Anyone can
have an email address to conduct business, seek work, and maintain family and networking ties.
Email works just like regular mail in many ways, except it is digital and travels over a network connection.
Notice that email addresses are typed in all small letters, no spaces.

Regular Mail

Email

Address or PO Box including City, State and Zip

username@emailservice.com

Delivered to your home, business or box

Delivered to your online mail account inbox

Delivered within 1-30 days depending

Delivered within seconds or minutes depending

May include multiple items in one package

May include attachments of various files

Delivery cost varies by size, distance and speed of Internet service required; data charges may apply
delivery requestsed
when using mobile service
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Email Services: Free or Managed
Many people receive at least one free email account from their ISP to use; it is also possible to sign up for
a free email account – popular providers are Yahoo (YahooMail), Google (Gmail), and Microsoft
(Hotmail). Others may use an email address given through an organization or the company they work for.
Free email: To sign up for a free email account, you will need to supply a name, geographical location,
date of birth, and a mobile phone number to help verify your identity (such as when you log in from
different places, need to reset your password or to periodically authorize you via Multi-Factor
Authentication, which will be covered in the security chapter).
 Free email accounts are generally accessed in the cloud, or over the Internet. No mail is stored
on your computer or device, although you may opt to configure an email program (or client) to
download messages depending on the service. There may be a charge for this.
Managed email: To obtain a managed email account, your organization or company network
administrator will set up everything on the server, and then provide you with your username and
password to log in. You may even be set up with an email program (or client).
 Organizational or company email may be accessed using an email program such as Outlook,
Thunderbird, Mac Mail or Eudora and either completely downloaded to the computer and not
remaining on the server, - OR - synchronized with the server. When using synchronized email,
messages are available in the cloud, accessible from any Internet connected computer or device.
Email services and programs (or clients) come with added tools to help you manage your time, contacts
and messages.


Add contacts in your address book



Sort mail into folders



Use calendars to keep track of important dates and appointments

Each service and client works differently and so there is no time in this course to go through them all. In
the end, they all do a lot of the same things, but using different buttons and controls. Once you know
what you need to do, you can use any email program or service, on a variety of devices.
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Safety First!
When it comes to email messaging, there are many things you can do to stay safe and
protect your personal information.

Protect your computer or device from viruses and spyware – there are many free and paid solutions
to choose from. If you choose to purchase a program, renew your subscription on time or you will no
longer be protected from the latest threats. Windows Defender is free for Windows, and some programs
maintain free and paid versions like Avast, AVG, Bitdefender, and Sophos for Windows and/or Mac.
Don’t fall for a Phishing Scam - Pronounced “fishing,” these scams lay out the bait and hope you’ll
bite, hook line and sinker! Often the email looks like it may have come from your bank, an airline or a
courier service with a dire warning that your account has been compromised, your credit card has been
charged for a ticket (you have not purchased) or that a package delivery has failed. Do not click any links
or open any attachments – mark these as junk mail and discard. If you are concerned about any of your
personal accounts, log on to them using the full web site address in a browser and check to see if there are
any notes for you in your message center, and respond these behind the HTTPS protocol.
Send no money or financial information as a result of an email - Do not provide any personal
information or engage in conversations with anyone telling you to deposit large amounts of money on
someone’s behalf (as with the “Nigerian Scam”) or to wire money to someone you know because they are
stuck in another country or city and need funds. Sometimes the email accounts of your friends and family
are compromised and the scammer has access to an entire mailing list of potential victims.
Protect your contacts list by blind copying – Once you begin to use email you will notice people
sending email to you and lots of other people using the CC (Carbon Copy) function of email. But there is
a way to protect the identity of everyone you email in a group – by typing their email address in the BCC
(Blind Carbon Copy) line. That way, no one can see anyone else’s email and better yet, if their machine is
compromised, the chance of a stranger having access to
your contacts is reduced.
Protect your identity – Get information on current
scams and access to free credit reports, available
through the Federal Trade Commission (FTC) at
https://www.ftc.gov.
 For Consumers: http://www.consumer.ftc.gov/
 For Business: https://www.ftc.gov/tips-advice/business-center
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Communicating with Email
Whether you use an email client (program) or access your mailbox in the cloud, you will need to do the
same things, and so will look for controls that offer ways to do the following:

Action

Look for…

Start a new email message

The words Compose, New,
or a

(plus sign or pen and paper)

Reply – respond to the sender

The word Reply, or
(single left arrow)

Reply All – respond to everyone receiving

The words Reply All, or
(double left arrow)

Forward – Send a copy with any attachment to The word Forward, or
someone else or others
(single right arrow)
Attach a file to any email before sending

The words Add Attachments or
(paper clip)

Copy recipients, they can see each other. Type
addresses into this field

(CC button)

Blind copy recipients, they cannot see each other.
Type addresses into this field

(BCC button)
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Chapter

Staying Safe on the Internet
What you need to know to stay safe on the internet

W

e have already touched on internet safety when it comes to email and web browsing. In this
chapter, we will share more specifics, including different types of protection software and
threats to look out for.

Recommended in-depth training available: 9 chapters including illustrations, videos, and exercises at *GCFGlobal.org,
https://edu.gcfglobal.org/en/internetsafety/

Protect yourself at all times
 Strong Passwords
You may not know that the first line of defense on your computer or device is a password. Passwords
allow the installation of software and changes to Operating System (OS) files.
Computers and all devices such as smartphones and tablets should have logon passwords and screen
savers that lock the account after a certain period of inactivity, and devices should feature lock screens on
startup and after long periods of no input as well.
Change default passwords on Internet-connected devices such as printers and DVRs. When setting up a
new computer, device, or online service account, always create a hard-to-guess password featuring the
following:




A minimum of 8 characters: letters in upper and lower case, plus numbers (and symbols if allowed)
No consecutive numbers or letters; mix things up
Don’t incorporate birth year, age, graduation date or any number that is easily attached to you

It should be a password that you will remember easily. For example, if you got married in Las Vegas you
could use 1@s!V3gaS.
Do not allow browsers to “Stay Logged In” or “Save Password” – uncheck this convenience feature
unless you know you will be the only one accessing the computer or device. Do not use your computer’s
main Administrator account for everyday functions – create an account with administrator privileges and
let guests use the built-in Guest Account or a User account with limited privileges. Make sure all accounts
on computers have passwords, and institute password-protected lock screens on devices.
12
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Never “loan” anyone your password to access your account for any reason. Treat your password like a
PIN (Personal Identification Number) for your ATM card – your identity is more valuable than gold!
 Protect your Personal Privacy
Digging for personal details is like mining for gold to identity thieves. A bit of information from a number
of sources could allow someone to “build” a virtual you and open accounts in your name or verify with
customer service centers and reset your passwords, to lock you out of your own accounts.










Avoid social media “games” that request seemingly innocent details like your favorite pet, address
where you grew up, school mascot, etc. These bits of information could be used to trick customer
service into granting access to your accounts or even create accounts in your name.
Check and harden privacy settings of services you use like Social Media (Facebook, Twitter, etc.)
Bear in mind that ANYTHING you transmit over the Internet via email, texting or online
posting and comment, is subject to viewing, a screenshot, or sharing. Do not offer up anything
that you cannot afford for anyone else to see
Don’t share your social security number with anyone on the telephone, via email or online unless
you have logged into an established account or are working with an authorized representative
Personal information like your mother’s maiden name, past street addresses and phone numbers,
can be used to imitate you to gain access to accounts – keep them to yourself
If surfing in a public computer center, be sure to log completely out of all personal accounts and
clear your cookies; never save passwords or usernames on machines you don’t own
Be discreet when using free Wi-Fi networks; some scammers actually broadcast open networks to
lure people hoping for free Internet access using a name that sounds similar to a legitimate service
such as at an airport or hotel. Check to make sure the name is correct before logging in, and try to
avoid doing any business over such connections in any case
To set up Multi-Factor Authentication (MFA), visit your online account (social media, email or a
service such as a public utility). Once logged in, visit your account area, and then look for the
privacy and security section.
o Add your mobile phone number and your email address, and then visit both to obtain the
verification link or code for email, and the verification code for the phone via text
message. Enter these on the web page, and you will receive a notice that your verification
methods are confirmed. You are not finished until you have completed this last
confirmation step.
o You can set the account to send notices based on account balance, or whenever your
account is logged into from a new browser, device or location… or, if anyone attempts to
modify your account information in any way. Consider this an early warning system to a
hack or identity theft attempt. Be sure to check the phone or email daily!



The Dark Web is an encrypted part of the World Wide Web (WWW) where stolen data including
credit cards and other personally identifiable information may be traded for profit. There is a lot
more that goes on there, not all of it is necessarily illicit. You need to have the exact address and
login information in order to view these sites.
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o You may subscribe to a service that monitors the Dark Web, or start with a visit to the
web site haveibeenpwned.com and enter your email address. If you discover that it is
vulnerable, do not panic, but do take action. “pwned” is slang for being tricked.
o Change the passwords of all accounts, including the original email account, attached to or
using that email address
o Ensure that Multi-Factor Authentication is activated on all affected accounts
o Even if you don’t have online accounts, you could be a victim of identity theft. Get
your free annual credit report (annualcreditreport.com) and scan it for anything sketchy.
Take the actions indicated should you locate anything wrong. Note: In the USVI, you will
receive your reports by postal mail instead of instantly.

Internet Threats
Almost 500 Million Consumers Report Having Been the Victim of a Cyber Crime; Nearly 350 Million in
2019 Alone, according to the 2020 Norton Cyber Security Insights Report*
Just thinking about what the average Internet user faces on a daily basis is daunting. You you are much
less likely to be affected by the many viruses, Trojan horses, worms, and spyware (sometimes
collectively called Malware) being unleashed in cyberspace – if you are protected.
Get a Security Suite: To ensure the best protection, you should install a Security Suite (an all-in-one
protection program) which includes at minimum the following:
 Antivirus: Specifically protects against viruses
 Anti-spyware: Protects against malicious software that may be gathering your information
without your knowledge
 Firewall: Screens out threats that try to reach your computer over the Internet
Many Security Suites also contain Anti-Spam software (to block unsolicited bulk emails that often carry
scams and embedded or attached threats) and Intrusion Protection (to monitor network traffic to and
from your computer for suspicious activity).
A new computer will often come bundled with a trial version of some Internet protection software, and
you must purchase a subscription once the trial expires. Both Windows and Mac have pre-installed
firewalls which may be turned on. There are also free Security Suite options which we will explore.
* 2019 NortonLifeLock Cyber Safety Insights Report: https://us.norton.com/nortonlifelock-cyber-safety-report
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Free Internet Protection Software
Commercially available Internet Security Software is easy enough to find thanks to good marketing and
distribution. But many would prefer not to pay for this service and there are many options available.
Before choosing any free internet protection, you should expect that these programs have more limited
capabilities than their paid versions; you will often be unable to receive technical support, and updating
should be monitored regularly. You will take on a bit more responsibility with a free version of any
software than the full-scale paid version. Free versions may be withdrawn by the respective company at any time:

AVG Antivirus Free

Avast Free Mac Security

360 Mobile Security

360 Mobile Security

Avast Free Antivirus

Avira Free Antivirus

Avira Mobile Security

Avast Mobile Security

Avira Free Antivirus

BitDefender Virus Scanner

Lookout Security

Bitdefender Antivirus Free

MalwareBytes

MalwareBytes

NordVPN

Lookout Security

Panda Free Antivirus
Windows Defender

Mobile Security for iPhone
Sophos Antivirus for Mac Home

Norton Mobile Security
Wickr

Kaspersky Mobile Antivirus
Norton Security & Antivirus

If you decide to use a paid Security Suite, GCFGlobal.org recommends the following:
 Make sure the automatic update function is turned on.
 Don't ignore your renewal notices. Once your subscription expires, you will stop receiving
updates.
 There may be times when you need to disable your antivirus to allow certain programs,
upgrades, or downloads. Just make sure you don't forget to re-enable your program when
you're finished.
 Your antivirus should give you specific instructions for dealing with difficult problems, but if
you are having trouble with an issue contact technical support.
 If you are unhappy with an antivirus program, make sure to uninstall it before installing a new
product.

Be careful of “Scareware”
Sometimes you will notice an alert on your computer or a website telling you that
a threat has been found, and to clean it you must click a button. The message is
generally imitating an Operating System alert and/or it features bright colors and may glow.
Before you click, ask yourself: is this a program that you yourself remember installing to protect your
computer? If not, do not click – close the browser window. If it is on your machine, shut down and take it
to an expert to clean, since it’s possible you’re already infected with malware – this is merely a symptom.
Ignoring this is not a good idea.
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Other ways to stop Scareware BEFORE it gets into your computer – stay safe by avoiding these:





A telephone caller tells you that your computer is infected and that you must turn it on and grant
remote access to “fix” it
An email arrives telling you that your computer is infected and that you must click a link to
download the “fix”
A Phishing Scam email arrives to tell you that your account is in danger of being closed due to an
intrusion and you must click a link to “restore” it
While surfing the web you see a flashing banner or button that says that your computer may be
infected with some sort of malware, inviting you to click for a free scan to “detect” it

Once this type of infection is loose on a computer, you may have no choice other than to have an expert
wipe it clean, which means all of your personal documents, photos, music and other libraries are gone
forever unless you have backed them up. Your backups may also be infected, so it could be a total loss!
Regularly archiving your files and having a “backup to the backup” (off-site cloud services like Mozy and
Carbonite) give you an additional layer of recovery support.

More on “Scareware”
Scareware can often lead to Ransomware – your computer is held “hostage” until you arrange to make a
payment by credit card or even BITCOIN (a digital currency), so in addition to your money, a thief now
also has your credit card number information on file. Avoid the potential for data loss and Identity Theft
by refusing to respond to any Scareware tactics! If you are backed up, you can have your computer
cleaned and restored from backups, change compromised credit card or banking info, and file a local
police report to add to a fraud alert. Set up Multi-Factor Authentication on your email and other accounts
in case the culprit has obtained any of your personal information by hacking or via the Dark Web.
We saved the best security note for last. If this section frightens you a little bit, it should. Scareware can
derail your life in so many ways thanks to one simple click of a button. Protect yourself at all times!
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Chapter

Web sites & Blogs
Which one is right for you?

T

his quick chapter is designed to provide you with basic information about web sites and their
close cousins, blogs. The main differences between the two are the content delivery and the
“learning curve” needed to launch them. You don’t need to be a coder to have a website.

Recommended in-depth training available: for a complete free course on building web pages using code, visit Khan Academy:
https://www.khanacademy.org/computing/computer-programming/html-css
What is a web site?
Web sites tend to consist of content that is focused on a specific subject and can be static – that is, with
very few changes necessary except for dynamics like products and services and their pricing and
availability. You would be able to find out information about the company, locate news releases, product
updates, and contact information. You may be able to make purchases and make payments as well. Web
sites can be online for years with few or no new updates unless they are necessary.
WYSIWYG (What You See Is What You Get) platforms can be used primarily for blogging such as
WordPress or Drupal, and there are “drag and drop” environments like Wix… but they can also be built
from scratch using a markup language called HTML – Hypertext Markup Language and Cascading Style
Sheets – CSS. Many web sites start out as HTML that is incorporated into a Content Management System
(CMS)… Most hosting companies provide a “quick start” web site product which provides a drag and
drop, CMS/WYSIWYG or a combination of both, to get your website online within minutes to hours.
What is a blog?
Blogs by their very nature include a lot of fresh and new content. Short for “Web Log” – blogs are
chronicles and may include various areas of interest around a main theme. For example, a photographer
may have a blog that contains menus featuring a variety of categories: landscapes, animals, interiors,
portraits and cityscapes. The blogger is likely to provide daily, weekly or monthly material that is of
interest to anyone. A web site can contain a blog, or a blog can mix static pages and new articles.
Blogs are generally built on CMS/WYSIWYG platforms and do not require any coding knowledge at all.
If you know HTML, CSS or languages such as JavaScript, PHP or Python, it can help you to further
customize a blog - but knowing these is not required. Many customizations such as colors, adding logo
images, and modifying menus can be done in an environment that is intuitive and “makes sense” without
any coding knowledge. You are limited to the template that you are using, but there is so much variety.
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Where to host a web site or blog
In order for anyone to view your web site or blog, it must be hosted. A web hosting service permits
companies, organizations and individuals to place their web sites or blogs on servers that may be accessed
over the Internet by connected devices. Web hosting services often act as registrars (which facilitate
registration of domain names – more on that later). While some may choose to host on either
dedicated space, a Virtual Private Server for expert customization, or use colocation (placing a web site
on an individual server in a data center) the majority will choose to use “shared” hosting so that they do
not have to worry about the server’s security, Operating System (O/S) updates or whether the server is
running software that is compatible with a particular platform.
Popular paid web hosting services (may change over time):

GoDaddy

Web

1&1

Network
Solutions

Weebly

Wix

For web sites, it is recommended that a paid hosting service be engaged to ensure server security, uptime,
and technical and customer support. Some hosting services offer a simple web page at no hosting cost
when you purchase the domain name through them, while some free hosts provide a unique handle to
create a subdomain (like username.wixsite.com/siteaddress, for example). And it should go without mentioning
that if the web site or blog is for business, it should have a domain name with appropriate email
associated with it – such as mywebsite.com and anita@mywebsite.com. There are some free services that offer
web sites, and the user is limited in terms of customization and direct access to the server.
To get started, these free site builders may be satisfactory, as long as you are OK with advertisements –
with the option to “Go Pro” as needs increase.
When it comes to blogs, there are many services that offer free hosting of a stripped-down version of
the software. This free service allows for ad placements to help defray costs. This is generally enough for
many, but for those who would like access to more customization features, direct access to configuration
files, advanced plugins (small applications that integrate with the blog to do things like send newsletters,
create fill-in forms, display slide shows or videos, etc.), it is best to pay for hosting. Many social media
platforms are used as “micro-blogs” – Twitter, Facebook, Instagram, Tumblr, Pinterest, etc. With these,
users offer short and frequent bursts of information.
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The website or blog “backend”
To create a web site using blogging software, you first need to create an account with a unique name with
a contact email address. Once you are logged in, your dashboard layout may vary but the most important
functions, will be readily available. This is often called the backend:


Configuration – Customization and setup



Categories – You may create these ahead of time or generate new ones as you create posts



Menus – Control the main areas accessible to visitors



Sections – Sidebars, Headers, Footers



Themes – These may be called Templates, and they guide the overall look of your site or blog



Plug-Ins – Small programs that run inside the blog to extend usability



Posts – A list of all posts (current articles) and a way to create new ones



Pages – Static content that will be displayed in the menu (About, Contact Us, Category lists, etc.)



Settings – Control what the viewer will see, user permissions, backup and restore options, etc.

Getting started with your web site or blog
You will need to do some planning and content collection way before you put anything online:
What is the purpose of your web site or blog? Who is your audience?
Will you be selling products or services?
Will you host or use a free blog?
How much time can you devote to it? Should you hire a professional instead?
Assemble your content



Photos or images
Text
o Categories & descriptions
o About you or your business
o Preferred contact information
Decide on your basic design
 Main menus – Minimum pages: Welcome, About, Contact, Products/Services
o Sub-menus
 Categories
In the end, your blog should feature:
 Clean backgrounds
 Large panes for visuals
 A simple, text-based logo
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Getting your domain
If you are building a business site or blog OR you would like to maintain a proprietary atmosphere over
the content you will be sharing, we recommend that you obtain a domain name. The ending part of your
domain name will depend on your focus. For example, .com pertains to commercial activity, .org pertains
to non-profit activity, .net pertains to network portals, .edu pertains to higher education. This is called the
“Top-Level Domain” (TLD). A Generic TLD such as .biz pertains to (business) and so forth. You
might wish to signify a presence in a particular geographic area, by choosing a “Country Code TLD”
such as .vi or .us.
The “Second-Level Domain” (SLD) is the part before the “dot” – viNGN.com, “viNGN” is the
SLD. For simplicity we will call this entire text the “domain” – it must be unique and not appear anywhere
else. There can be a CNN.com, CNN.net or CNN.us. You may be given the option to purchase more
than one TLD when purchasing your domain.
When choosing your domain it is important to select a name that is descriptive or calls to mind what you
wish to present. You should also do this with your blog. This will enable your work to be found more
easily via online searches as people use keywords to find you. If you wish to share about ballet dance on
St. Thomas, choosing a domain like “stthomasballet.com” might bring more people who are seeking your
site than just “ilovedance.com” which could be anywhere and does not indicate your location or specialty.
Webmaster or DIY?
It is a good idea at this point to
also consider whether you will
become your own webmaster (Do
It Yourself/DIY) or hire someone
to handle things for you. We will
always recommend that you take
the time to build your skills and
manage your own blogs and sites
if you can, but that is not always
practical.
If you feel uncomfortable taking
the plunge, it’s best to start with
social media and blogging and
build your confidence. Millions of
people do this every day. As time
goes by, you can make a better decision, as you will have more experience and begin to know how long it
takes to accomplish things while exposing yourself to more and more technologies. So even if you choose
to hire a company to manage your site or blog, you have an idea of what you want, need and expect.
This route is also good because you may wish to integrate your social media with your blog or site, and
you’ll have a head start on bringing things together. Many people have friends who can coach them, or
you could even search YouTube for videos on using a particular social media site for business. These are
posted by people who have decided to offer a free taste of a full course, or simply share what they know
for the joy of it.
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5

Chapter

Getting Social (or Professional) Online
Grow your life or your business!

T

he ability to share has become as commonplace as smartphones with the rise of social media. It
all started in 1997 with SixDegrees.com as in “Six Degrees of Separation” – the concept that
every one of us is only 6 steps away from personal contact with any individual in the entire world.
Users listed people they knew personally including acquaintances, friends and family. Messages
shared could go up to 3 levels deep, with the entire matrix of connections of contacts visible. People could
be invited to join in the exchange. Since then, social media networks have proliferated, branching out to
serve niche as well as general audiences. Facebook and other social media are real-life examples.
Recommended in-depth training available: Discover Social Media and Blogging Basics at GCFGlobal.org:
https://edu.gcfglobal.org/en/topics/socialmedia/
Personal vs. Business profiles
One of the first things you will do to join a social media
network is create a profile. Some people set up a
personal profile and name it like a business, but soon
find that the features that make a business profile most
useful, such as analytics and the ability to promote
products and services, are not available to them.
It is very important that from the beginning, you decide
whether the profile you are creating will be used
primarily for business or to do personal sharing. Why?
Audience – You do not wish to have your personal
Customers don’t need to know you were here
beliefs and activities become part of how potential
clients and customers will “see” your business unless
those things are directly related to your business. Even if you consider your life peaceful and benign,
political, religious and social considerations may turn someone off and you will never know you have lost
potential income.
Focus – It is very difficult to separate out personal posts from those that may be useful, and with a busy
newsfeed your target audience could miss your sale, but see your child’s piano recital. A major fail!
Privacy – It is not necessary for a large assortment of random people to know how you spent your
vacation, the names of your family members, or share your weight loss struggle. This type of sharing
cannot be controlled and could lead to privacy violations or even identity theft.
21
* The Khan Academy and GCFGlobal are trademarks™ or registered® trademarks of their respective holders. No affiliation with or endorsement implied.

viNGN Internet

Starter

Kit

Types of social media and their audiences
These common outlets could form the basis of a viable online presence:
Facebook – Currently the largest in the world, Facebook offers both business and personal
profiles to its users
Twitter – Microblog featuring short messages, media and links to articles. Very popular with
young adults and professionals
LinkedIn – Considered the world’s biggest professional network, it’s a great place to showcase
your business but also for recruiting new hires and searching for professional work
Instagram – Primarily suited to devices such as smartphones, this medium is largely for sharing of
images and brief videos. Excellent showcase for products and services
YouTube – Strictly for video sharing on “channels” – multifaceted enough to contribute to its
mass appeal
Pinterest – Captivating photos are the strength of this medium which has a large female audience.
A variety of “boards” from architecture to zucchini recipes ensures plenty of “eyes on you”
Tumblr – A microblog used by everyone from fans of pop stars to marketing firms, gets the
message across using photos, videos, links and text
Snapchat – Designed to display posts only temporarily, this is an image messaging and multimedia
mobile application; appeals to younger users but businesses use this as well
How much should I share?
Whether you create a personal or business social media site, you should never share the following:











Sensitive information such as social security numbers, User IDs and passwords
Indulgence in activities that are considered “vices” such as illicit drug use
The big 3: religion, politics, and sex – unless you can handle the debate that’s sure to follow
Untoward comments about anyone
Unattributed sharing of works (plagiarism)
Issues in your family, personal or business relationships
Personal nudity, racy or provocative photos
Personal correspondence and conversations
Details about possessions, wealth and salary
TMI – health, emotional, or financial information for yourself or anyone else
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Social media conduct
It is very necessary to decide before it becomes an issue, how you will handle testy comments and
responses on your social media page. The best thing to do, if the remark is not too volatile, is to simply
ignore it and let others respond and redirect the attention away from you. If it is a company page you
should have already developed a chain of response to address service-related matters. It is very important
to:


Have a chain of response so that everyone knows who is primarily responsible for reviewing
negative posts and all responses



Thank the poster for the message if it is practical to do so, for it may bring needed attention to an
issue



Direct the visitor to privately discuss valid concerns (not “trolling” or purposely inflammatory
posts or comments) via email or telephone at the earliest possible convenience to resolve the issue
especially if anyone’s privacy could be compromised with further discussion



Avoid trying to “correct” statements or reinforce policy in comments; this should be reserved for
posts as general information and kept neutral



Do prepare an official statement of position for posting that does not appear to attack the poster
separately and once the conflict has been resolved



If the conflict cannot be resolved and the company is not at fault, but the customer will not be
satisfied, make this clear and share regrets and/or steps taken if this is practical



If your company fell short, do everything you can to make the customer whole



Be accountable and unflappable and you can actually turn a negative situation around



People who purposely “troll” pages to be disruptive can be blocked and reported to the site,
which will deal with them directly. This also applies to those who spam pages with comments that
are not germane or are obscene

If the negative comment occurred on your personal social media page, you have no obligation to entertain
it at all. You may delete it, respond to it, or leave it there for others to respond to if they see fit (ignore it).
Should the individual doing the posting become a pest to you, you can choose to block completely so that
they can neither view your posts nor contact you. It is possible that others with whom you are mutually
connected will continue to share either on purpose or inadvertently, so bear this in mind. Generally, such
“salty” behavior calms down once you decide to not engage. If the remark is obscene you should delete it
without warning. You can also report people who harass you through social media and the administrators
of the site will deal with them directly.
Cyberstalking and harassment are against the law in the U.S. Virgin Islands.
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Get your social media account
In order to get started on social media, you must have a working email account. You should log in and
test it before you set up the social media account, as you will need to confirm your email address in order
to activate.







Prepare your content
o Square logo or image of you for the main profile picture
o Cover image (larger image used for background cover on some social media accounts)
o General information about yourself or your business
o Contact information if for a business account
Log into your personal email account to confirm access (if you are on a public computer, do not
allow the browser to store your password)
Visit the social media page
Choose the option to set up a new account
Provide all required information
o Desired user name
o Strong password – do not use the same as for your email! In case of a hack, both
accounts won’t be exposed
o Personal information as requested
o Set up Multi-Factor Authentication (recommended) – complete the process by returning
the codes sent to your alternate email address and/or smartphone
o Set up more than one account retrieval method (email and mobile phone)

Busy social media managers can schedule social media posts or sponsor posts to appear in the general
feed using built-in services. External post managers also include HootSuite, Loomly and Capterra.
7 Steps to taking your business online
1. Web site or blog? You can set up either one, and today you can always add a blog to an existing web
site. Web sites feature content that is not expected to change, whereas blogs are expected to be newsier,
with regular articles added. If you decide to add or have a blog, you don't have to post multiple times a
day. But at the very least, should commit to creating at least 1 article every 7-10 days to maintain the
topical feel. Otherwise, people will begin to believe your site is dormant and stop visiting. Don't post
unless it's interesting, though.
2. Ask yourself - How's your Digital Literacy? You don't have to be a coder or programmer to
manage a website, but you do need to have some ease and patience to learn new processes, organizational
skills, and be able to devote some time to keeping up with technology. If it is not practical to expect those
things at this time, you should hire a professional. Just make sure that any accounts set up belong primarily
to you, and not another person or business. If you had a brick and mortar store, you might hire a manager
to run your business, but the lease, agreements with vendors and business license are all iin your name. It
should be the same with a digital business.
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3. What will be your Domain Name? Come up with a unique name or one that describes your
business. Try not to make it too long, though - between 6 and 14 characters is ideal. Keep it brief, keep it
memorable. Domain registrars access all domain names around the world and will let you know if your
choice is available and make suggestions if it is not. Typical length of time to request a domain is 2-5 years.
4. Do you have web hosting? In order for anyone to view your site, it must be on a server that is
available to the public. Most registars also provide web hosting services. Set up your web hosting to match
the length of your domain registration, so renewals are simpler. Linux hosting is the most flexible and has
more of the features that webmasters and platform designers expect.
5. Do you have your starter content? Your website or blog will grow over time, but to get launched,
you should be able to provide at least these 4 pages: Home or Welcome; About (your company or you);
Products and Services; and Contact information. You should also have some quality images to display
your products or services. These should be original images, or you can find a free or paid stock images
resource online by searching the web.
6. Do you have a text-based logo? Your company will need a quality logo that is based on text, not a
picture, so that no matter where it is seen, your business is represented. Because you may need to use it
across social media, website pages, sidebars and even as icons in browser tabs, have different versions
created to suit those purposes. A qualified graphic designer will know how to take care of this for you.
7. Will you be selling online? If your site will be informational or newsy, you don't have to worry about
this. But, if you choose to sell online, you can set up a merchant account or use plug-ins or code
depending on your website platform and financial services provider. The best way to prepare for this is to
know what you want to do ahead of time. That way, you can explore the site of your web hosting
company or contact customer service for help deciding. Depending on what you select, there may be
additional monthly charges.
Analytics and Search Engine Optimization
Once your website or blog is set up, you will want to ensure traffic is coming your way. This is where
Analytics will help you determine the key words people are using to find your site, what sites are referring
visitors to you, how long they stay on your site, and what pages surfers explore. Then, using this
information, you can review and update your site and set standards to increase the Search Engine
Optimization (SEO). SEO helps to ensure that your site will be more likely to be found by people who
need to find it based on the words they use to look for it. You may even place yourself strategically where
your audience is using Search Engine Marketing (SEM). These are services that you can learn about on
your own, you could have a reputable company assist you. Many blogging and web platforms can enable
plug-ins to help you to create content that is most likely to attract the people you want.
If you want to learn to manage your web traffic yourself, begin with webmaster tools offered by the 2 top
Search Engines, Google and Bing. There will be a learning curve*, but it is not impossible to someone
with decent digital skills to learn the basics.
Google Webmaster Tools: https://www.google.com/webmasters/
Bing Webmaster Tools: https://www.bing.com/toolbox/webmaster
*Google Free SEO Guide online: https://support.google.com/webmasters/answer/7451184
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